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Abstract 

Nowadays the uses of internet and social media plateforms are  increases day-by-day. This is because of the increases use 

of smart phones.  Most of the communications via smart phones are in the form of images. So there is a need of 

lightweight, secure and fast image encryption algorithm. This work  presents  a comprehensive study of various image 

encryption techniques on different parameters such as NPCR, UACI, horizontal correlation, vertical correlation, diagonal 

correlation and entropy. This  work concludes by discussing the major advancements in the field of image cryptography 

and future challenges. 
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1. Introduction 

 
With the advent of the Internet and the World Wide Web, 

the amount of digital information to be stored and 

communicated has grown exponentially beyond 

imagination. This digital information not only comprises 

text but also has a large volume of an image, audio/video, 

and multimedia data, which comparatively is very bulky 

than the textual information. The images as on date have 

become an integral and vital component of any useful data 

and are widely used in several important applications. Few 

of these crucial applications include Military Image 

Database & Message Communication, Confidential Video 

Conferencing, Medical Imaging System & Telemedicine, 

Online Personal Photograph Albums, Natural Disaster or 

Catastrophe Alarming Systems, Online Image 

Identification and Authentication, Reflection Seismology, 

Electronic Surveillance Systems, Document Imaging, 

Image ‘CAPTCHA’, Image Registration, Geographic 

Information System, etc. 

The uses of smartphones are increasing day by day and a 

lot of images are transmitted regularly to thousands of 

people via social media websites and apps. So an exchange 

of secure images over the communication network 

becomes a serious issue [1]. Various traditional encryption 

algorithms such as RSA, AES, IDEA, Diffie-Hellman, etc 

have been developed, but the efficiency of these 

algorithms for image encryption is less due to higher 

redundancy and higher correlation among pixels. 

 

2. Evaluation Measures 
 

Evaluation measures are the pillars of any image 

encryption technique. This section explores the following 

measures for checking the randomness of various 

techniques discussed here. 

 

a) NPCR and UACI  

The following formula is used to measure the value of 

NPCR-  

NPCR =  
∑ D(j,i)j,i

H X W
 ∗ 100 %                                       

Where W represents width and H represents the Height of 

the image.  

D(j, i) is defined as 
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D(j, i) =  {
0,    if C1(j, i) = C2(j, i)
1,                     Otherwise

 

 

While UACI is measured by using the following formula: 

UACI =  
1

H X W
 ∑ [

C1(j, i) −  C2(j, i)

255
] ∗ 255 )

i,j

 

 

b) Correlation analysis 

The following formulas are used to calculate horizontal, 

vertical and diagonal correlation – 

 

Cov (x, y) =  E(x − E(X))(y − E(y)) 

Rxy =  
Cov(x, y)

√D(x) √D(y)
 

The following three formulas are used in numerical 

computations, where x and y are the values of two adjacent 

pixels in the image.    

E(x) =  
1

N
 ∑ xi

N

i=1

 

D(x) =  
1

N
 ∑( xi 

N

i=1

–  E(x))(y − E(y)) 

Cov(x, y) =  
1

N
 ∑( xi 

N

i=1

–  E(x))(yi − E(y)) 

c) Entropy:  

It is a statistical measure of randomness that can be used to 

characterize the texture of the input image. For calculating 

entropy, the following formula is used –  

 

E (m) = ∑ 𝑝(𝑚𝑗
𝑀−1
𝑗=0 ) log

1

𝑝(𝑚𝑗)
 

 

3. Performance Analysis:  

This section desribes the performance analysis on various 

measures described above. For performance analysis of 

vaious image encryption techniques, a well known Lenna 

image is considered. Table 1 shows the comparitive study 

of various existing image encryption techniques on 

different parameters. 

4. Conclusion 

This work presents comprehensive review on  latest image 

encryption techniques using different parameters. It has 

been obsered that still security becomes the major issue 

behind researchers. These techniques performs well on 

various randomness parameters but are not lightweight, 

secure and fast. In coming days, The uses of IoT enabled 

devices are increasing exponentially and these devices use 

only those applications which are fast, secure and light 

weight. The future challenge is to design a robust 

algorithm that is fast, secure and requies less memory in 

IoT enabled devices. 
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Table 1 shows the performance analysis of various image encryption techniques on Lenna Image 

 

Existing 

techniques 
NPCR UACI 

Diagonal 

correlation 

Vertical 

coorelation 

Horizontal 

correlation 
Entropy 

Ref [2] 99.6063 33.4621 0.0005 0.0014 -0.0011 7.9974 

Ref [3] 99.7453 33.4021 -0.0015 0.0001 -0.0002 7.924 

Ref [4] 99.6102 33.3915 0.000019 0.000108 0.000882 7.9974 

Ref [5] 99.629 38.572 0.0006 0.0019 0.0021 7.9986 

Ref [6] 99.730 33.55 0.0012 0.0151 0.0044 7.9984 

Ref [7] 99.609 33.463 -0.0193 -0.0226 -0.0245 7.9899 

Ref [8] 99.6090 33.429 0.0277 0.0039 0.0172 7.9917 

Ref [9] 99.419 33.641 8.3962e-04 -1.8380e-04 0.0210 7.9973 

Ref [10] 99.620 33.450 0.0277 0.0039 0.0172 7.9993 

Ref [11] 99.683 33.530 0.0009 0.0025 0.0030 7.9973 
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Ref [12] 99.589 33.526 0.0003 0.0002 0.0003 7.9971 

Ref [13] 99.690 33.510 0.0043 0.0021 0.0042 7.9995 

Ref [14] 93.790 16.780 0.0259 0.0232 0.0012 7.9959 

Ref [15] 98.798 33.648 0.0007 0.0011 0.0021 7.9972 

Ref [16] 99.683 33.530 0.0009 0.0025 0.0030 7.9973 

Ref [17] 99.610 33.550 -0.0125 -0.0102 -0.0086 7.9991 

 


